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00  RUEHCHI  RUEHCN  RUEHDT  RUEHHM 
DE  RUEHJA  #0064  0131043 
ZNY  CCCCC  ZZH 
O 131043Z  JAN  09 
FM  AMEMBASSY  JAKARTA 

TO  RUEHC/SECSTATE  WASHDC  IMMEDIATE  1221 

INFO  RUEHZS /ASSOCIATION  OF  SOUTHEAST  ASIAN  NATIONS  COLL 

RUE HBY/ AMEMBASSY  CANBERRA  3519 

RUE HKO / AMEMBAS S Y TOKYO  2958 

RUEHWL/AMEMBASSY  WELLINGTON  3426 

RUEHUL/AMEMBASSY  SEOUL  5332 

RUEHBJ/AMEMBASSY  BEIJING  5836 

RUEHNE/AMEMBASSY  NEW  DELHI  2598 

RUEHIL/AMEMBASSY  ISLAMABAD  0511 

RUEHBAD/AMCONSUL  PERTH  1414 

RUEHHK/AMCONSUL  HONG  KONG  3238 

RHEHNSC/NSC  WASHDC 

RHEFDIA/DIA  WASHINGTON  DC 

RUCNDT/USMISSION  USUN  NEW  YORK  1011 

RUEAIIA/ CIA  WASHDC 

RUE HUNV/USMIS SION  UNVIE  VIENNA  0215 
RHH JJPI /USPACOM  HONOLULU  HI 
RUEKJCS/ SECDEF  WASHDC 

CONFIDENTIAL  JAKARTA  000064 
SIPDIS 

DEPT  FOR  EAP , ISN,  EAP/MTS , EAP/MLS , EAP/RSP,  ISN/CPI 
( C . RUSSEL/C . HERRINGTON ) 

NSC  FOR  E.PHU 

E.O.  12958:  DECL : 01/13/2019 
TAGS:  PREL  PARM  KNNP  PK  ID 

SUBJECT:  NONPROLIFERATION  SANCTIONS  — INDONESIAN  REACTION 
TO  A.Q.  KHAN  ANNOUNCEMENT 

REF:  STATE  2508 

Classified  By:  Pol/C  Joseph  L.  Novak,  reasons  1.4(b+d). 

1.1 . (U)  SUMMARY:  PolMilOff  reviewed  the  USG  1 s announcement 

of  sanctions  on  A.Q.  Khan  and  Associates  in  a meeting  with  a 
senior  Indonesian  nonproliferation  policy  official  on  January 
1.13.  Our  GOI  contact  took  our  points  on  board.  END  SUMMARY. 

12.  (C)  On  January  13,  PolMilOff  discussed  Department  press 

announcement  (ref tel  nonpaper)  with  Andy  Rachmianto,  Deputy 
Director  for  International  Security  and  Nonproliferation  at 
the  Department  of  Foreign  Affairs.  PolMilOff  reviewed  the 
scale  of  A.Q  Khan's  activities  and  the  impact  they  had  had  on 
nonproliferation  efforts.  PolMilOff  emphasized  the  purpose 
of  the  sanctions,  noting  that  they  would  help  to  prevent 
future  proliferation  activities  by  such  entities.  In 
addition,  the  sanctions  reflected  the  diverse  and  global 
nature  of  the  network. 

1.3.  (C)  Rachmianto  took  our  points  on  board.  He  noted  that 

the  list  of  names  in  the  announcement  did  not  make  clear 
their  nationality  and  whether  host  countries  had  made  an 
effort  to  prosecute  those  individuals.  Nonproliferation 
regimes,  such  as  UNSCR  1540,  which  was  largely  a response  to 
Khan's  activities,  should  pay  as  much  attention  to  source 
countries  as  to  recipient  countries,  he  urged. 
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